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Overview

The FireOps security monitoring environment was designed to simulate an enterprise-level
security infrastructure comprising Windows endpoints, Ubuntu monitoring servers, and
cloud connectivity through AWS.

The environment leveraged Wazuh as a centralized SIEM platform for log aggregation and
threat detection, OpenSearch for log storage and analysis, and Wazuh Dashboard for alert
visualization. Tailscale provided secure encrypted networking across all distributed
components.

Security simulations, including brute-force SSH attacks using Hydra, Port scanning using
nmap and privileged command execution, were conducted to evaluate detection and
response capabilities.

The monitoring system successfully identified and logged authentication failures,
configuration changes, and administrative operations, demonstrating effective visibility
into potential security events.

Alerts were triaged and categorized by severity to prioritize response actions, and incident
handling followed the structured lifecycle of preparation, detection and analysis,
containment, eradication, recovery, and lessons learned as recommended by the NIST
Cybersecurity Framework.

The exercise validated the capability of the monitoring infrastructure to detect and respond
to simulated threats while highlighting the importance of strong authentication controls,
least-privilege policies, and continuous monitoring for proactive risk mitigation in
organizational environments.




FireOps Architecture Design
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The system architecture was designed to simulate an enterprise security monitoring
environment consisting of Windows host machines, Ubuntu virtual machines acting as
monitoring servers, and external connectivity through AWS CloudTrail and Azure Cloud.

Log Sources (Layer 1): - Windows endpoints generating security events and
authentication logs - Ubuntu servers with SSH and system activity - AWS CloudTrail for
cloud API activity - Network traffic through Suricata IDS

Collection & Detection (Layer 2): - Wazuh Manager receiving all agent logs from
endpoints - Wazuh Rules engine applying built-in and custom detection rules - Suricata IDS
inspecting network packets and generating alerts

Storage & Analysis (Layer 3): - OpenSearch indexing and storing all logs for fast search
and long-term retention - Time-series database optimized for security log analysis

Visualization & Response (Layer 4): - Wazuh Dashboard providing SOC and executive
dashboards - Automated alerts via email for critical events - Incident management and
tracking

Infrastructure: - Tailscale mesh VPN connecting all components securely (100.x.x.x overlay
network) - Docker containerization for deployment - Ubuntu as the base operating system

Installation of Wazuh and OpenSearch

Wazuh was deployed on the Ubuntu monitoring server using Docker containers alongside
OpenSearch for log storage.

System Preparation
sudo apt update
sudo apt upgrade -y

Wazuh Installation via Docker
git clone https://github.com/wazuh/wazuh-docker.git -b v4.7.4 --depth 1
cd wazuh-docker/single-node

This automatically installs: - Wazuh Manager - Log collection and processing -
OpenSearch - Log storage and indexing - Wazuh Dashboard - Visualization and alerting



| s kaki-limnn- I0754-veware-... # Unasby-Dadarcs Geid + Uburiidfann

W, mave the mouse paolnter irskis o press O

o bl By - M A vwindae ... w Ubusb-Defanis Grid

[}

M e cass powber ide or pracs il G,




» kali-Boioc 3075 4 vmware-... » L

w kol Bmne 20254 vmware-,.. S U yrpy-Deferae Grid

o rerndntssr Inalds s nisee Ctels

A s thes mew




w Wali B 305 A vmware

| g kali oo 30354 vevware .. » Ubenhy Deferse Grid

e, e e rmoase poinder cutside or press O




[ kali-linno: 20254 wenwsm .. Il Ubursbr-Dofnse Grigd

A e thee mioease pointan side o1 press Tul=G 5 o

w laki-Binux- 20735 4-vnweane-, . ;. U - D o e Carid

o, move the mouse polnter indide o press G

Access Wazuh Dashboard at: https://server_ip
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e Tailscale installation on window endpoint

Command Prompt X B Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporati ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\obeon> winget install tailscale.tailscale

The ‘msstore‘ source requires that you view the following agreements before using.

Terms of Transaction: https://aka.ms/microsoft-store-terms—of-transaction

The source requires the current machine's 2-letter geographic region to be sent to the backend service to function properly (ex.

3

Do you agree to all the source agreements terms?

[Y] Yes [N] No: Y

Found an existing package already installed. Trying te upgrade the installed package...
No available upgrade found.

No newer package versions are available from the configured sources.

PS C:\Users\obeon> tailscale up

To authenticate, visit:

ttps://login.tailscale.com/a/lecbl34701laetf

Success.
PS C:\Users\obeon>

After installation of tail scale on the different end points
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Installation of Suricata on the Ubuntu server

The different steps for the implementation of Suricata as a Network Intrusion Detection
System (NIDS) on an Ubuntu Server system, alongside its log-forwarding integration into a
Docker-based Wazuh SIEM deployment.
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To enable the centralized Wazuh Manager engine to parse, analyze, and alert on Suricata
telemetry, the host engine's logs must be mounted inside the target container framework.
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Creation of Custom Detection Rules

Custom Wazuh rules were created to detect FireOps-specific threats beyond built-in rules.

Rule 1: SSH Brut-Force
To evaluate the effectiveness of the monitoring environment, a simulated brute-force attack
was conducted against the SSH service.

Session Actions Edit View Help
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Rule 2: After-hours login
Detecting after-hours logins on Wazuh is highly actionable because Wazuh ships with
built-in time-dependent rules.



Rule 3: Sudo usage

Wazuh uses privilege escalation rules to monitor and alert on sudo usage, privilege
escalation, and root command execution. These rules detect unauthorized administration
attempts and log successful executions.Built-in Alerting RulesWazuh tracks privilege
changes through default syslog.

Security Event Monitoring and Centralized Log Collection

All security events from simulated attacks, cloud activity, and endpoint logs were
aggregated in Wazuh Dashboard for centralized visibility.

Centralized Logging Benefits
e  Single pane of glass for all security events
e  Cross-system correlation of related alerts
e Rapid identification of attack patterns
e  Historical data for forensics
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Threat simulation

e Brute-Force Attack

An automated dictionary attack was launched from the attacker platform targeting the SSH

daemon on the target server using the ‘rockyou.txt™ wordlist.

~/Desktop
T rockyou. txt

~/Desktop

Attack Execution

hydra -1 admin -P /path/to/passwords.txt 100.xx.xx.xx ssh

This generated multiple failed SSH login attempts (10+ in 50 seconds)
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e Privilege escalation
Once authenticated, the attacker checked local constraints, abused misconfigured sudo
binaries, and gathered administrative intelligence
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® Reconnaissance via Port Scanning
Before exploitation, the attacker conducted active reconnaissance, performed a TCP SYN
stealth scan with service version detection, and identified open ports and running services
using nmap -sS -sV 100.106.66.37.
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Incident Response Plan — (MITRE ATT&CK Framework | NIST Incidence Response
Lifecycle)

1. OPERATIONAL OBJECTIVE

This handbook defines standardized procedures for responding to security incidents while
ensuring: Continuous system availability during incidents.



Controlled and minimal disruption containment Fast detection-to-response lifecycle
Consistent decision-making across SOC analysts Preservation of critical business
operations

2. RESPONSE MODEL (6 PHASES) All incidents follow this lifecycle:

Preparation
Identification
Containment
Eradication
Recovery
Lessons Learned

3. INCIDENT RESPONSE PLAYBOOKS
3.1 SSH BRUTE FORCE ATTACK
Preparation

Enable SSH authentication logging

Configure Wazuh rules for failed login detection
Deploy Fail2Ban for automatic response
Restrict SSH exposure to trusted networks
Maintain backup administrative access path

Identification

Detect repeated failed SSH login attempts
Identify attacking IP addresses

Verify whether login success occurred
Assess SSH service stability and load impact

Containment options
Option 1: Fail2Ban Automatic Protection (Preferred Default)

=> Use when:

e Brute-force attack is automated

e Multiple failed login attempts detected
e SSH service must remain available

Response Steps

1. Verify Fail2Ban service is running:

sudo systemctl status FailZban

2. Check banned IP addresses:



sudo fail2ban-client status sshd

3. Confirm attacker IP appears in banned list.

4. Monitor whether failed login attempts decrease.

5. Continue monitoring Wazuh alerts for new attacker sources.
=>  Why this option

e Automatically protects SSH service

e Preserves system availability

e Requires minimal operational disruption

Option 2: SSH Rate Limiting

=> Use when

e Attack originates from multiple IP addresses

e Full blocking may affect legitimate users

e Service availability must remain uninterrupted

Response Steps

1. Apply connection rate limit:

sudo iptables -A INPUT -p tcp --dport 22 -m
conntrack --ctstate NEW -m recent --set

2. Limit repeated connections:

sudo iptables -A INPUT -p tcp --dport 22 -m
conntrack --ctstate NEW -m recent --update
--seconds 60 --hitcount 10 -j DROP

3. Verify rule is active:

sudo iptables -L

4. Monitor SSH performance and failed login activity.



=> Why this option
e Slows attack without fully denying access
e Reduces risk of service interruption

Option 3: Switch to SSH Key Authentication Only

> Use when

e Password attacks continue despite mitigation

e C(redential guessing is confirmed

e SSH keys are already deployed for administrators and authorized employees
e Secure key distribution process has been completed successfully

Response Steps

1. Verify all authorized administrators and employees have valid SSH key pairs
configured.
2. Confirm public keys are already distributed to target servers:

cat ~/.ssh/authorized_keys

3. Ifkeys are not yet distributed, securely generate and distribute SSH keys before
disabling passwords:

ssh-keygen -t rsa -b 4096

4. Copy public key to target server:

ssh-copy-id user@server-ip

5. Test SSH login using key authentication:

ssh user@server-ip

6. Edit SSH configuration:

sudo nano /etc/ssh/sshd_config

7. Disable password authentication:



PasswordAuthentication no

8. Restart SSH service:

sudo systemctl restart ssh

9. Verify users can successfully authenticate using SSH keys only
=> Why this option

e Removes password attack vector entirely

e Maintains secure administrative access

e Prevents accidental lockout of legitimate employees

e Preserves operational availability during containment

Operational Warning

Do not disable password authentication before
validating SSH key distribution across all
authorized users and systems. Failure to verify
access paths may result in administrative lockout

and business disruption.

Option 4: Firewall IP Blocking (Last Resort)

=> Use when
e Single confirmed malicious attacker
e Attack remains aggressive after other controls

Response Steps

1. Block attacker IP using UFW:

sudo ufw deny from <attacker-ip>

2. Verify firewall rule:



sudo ufw status

3. Monitor whether attack traffic stops.

=> Why this option

e Immediate suppression of confirmed attacker
e Useful for targeted attacks

Eradication steps

e Disable password authentication permanently
e Rotate exposed credentials
e Remove unauthorized accounts
e Harden SSH configuration
Steps:

e Disable root login:

PermitRootLogin no

o Restart SSH service:

sudo systemctl restart ssh

e Review users:

cat /etc/passwd

e Remove suspicious account:

sudo userdel <username>

Recovery

o Restore secure SSH access
e Validate no unauthorized sessions exist
e (Continue heightened monitoring for 48 hours

Steps:

o (Check active SSH sessions:



who

e Review authentication logs:

sudo tail -f /var/log/auth.log

Confirm Wazuh alerts normalize.
Lessons Learned

e Fail2Ban provides safer automated protection than manual blocking
e Rate limiting preserves availability during attacks
e SSH key authentication significantly reduces exposure

3.2 PRIVILEGE ESCALATION ATTACK
Preparation

e Enable sudo logging

e Forward logs to Wazuh

e Restrict unnecessary sudo access

e Maintain emergency administrator account

Identification

e Detect sudo abuse or root shell activity
e Identify privilege enumeration attempts
e Verify affected users and commands executed

Containment options
Option 1: Terminate Active Elevated Session

-> Use when
e Unauthorized root shell is active
e Immediate privileged activity detected

Response Steps

e Identify active sessions:

who

e Identify suspicious processes:



ps aux | grep sudo

e Terminate malicious process:

sudo kill -9 <PID>

e Monitor for session re-establishment.
=> Why this option

e Stops immediate administrative abuse
e Prevents further system modification

Option 2: Revoke Sudo Privileges (Preferred Default)

-> Use when
e Suspicious activity exists without confirmed compromise
e Misconfigured privileges suspected

Response Steps

e Open sudoers configuration safely:

sudo visudo

e Remove unnecessary sudo permissions.
e Verify affected user groups:

groups <username>

e Remove from sudo group if required:

sudo deluser <username> sudo

=> Why this option
e Limits escalation without disabling account
e Preserves operational continuity

Option 3: Suspend User Account



=> Use when
e (Confirmed malicious behavior
e High risk of lateral movement

Response Steps

e Lockaccount:

sudo passwd -l <username>

e Verify account lock:

sudo passwd -l <username>

e Monitor for additional suspicious accounts.
=> Why this option

e Fully isolates compromised account

e Prevents continued access

Eradication steps

e Review sudoers file:

sudo visudo

e Audit privileged users:

getent group sudo

e Reset passwords if needed:

sudo passwd <username>

e Review system modifications:

sudo ausearch -m USER_CMD

Recovery steps



e Restore approved privileges carefully.
e Validate system integrity:

sudo debsums

e Continue elevated monitoring in the Wazuh dashboard.
Lessons Learned

e Excessive sudo permissions increase compromise impact
e Session termination is safer than full shutdown
e Least privilege reduces operational risk

3.3 NETWORK RECONNAISSANCE (PORT SCANNING)

Preparation
e Deploy Suricata monitoring on all interfaces
e Enable SYN scan detection rules
e Maintain approved port exposure baseline
e Centralize logs in Wazuh dashboard

Identification

e Detect scanning activity
e Identify source and target systems
e Determine scan intensity and scope

Containment options
Option 1: Traffic Rate Limiting (Preferred Default)

-> Use when
e Scan source is uncertain
e Maintaining service availability is critical

Response steps

e Apply rate limiting:

sudo iptables -A INPUT -p tcp --syn -m limit
--limit 5/s -j ACCEPT

e Verify rules:



sudo iptables -L

e Monitor service stability and alert volume.
=> Why this option

Slows scans without interrupting legitimate traffic.

Option 2: Firewall Blocking

-> Use when
e External malicious scanner confirmed
e Aggressive scan detected

Response steps

o Block source IP:

sudo ufw deny from <scanner-ip>

e Verify rule:

sudo ufw status

e Confirm scan traffic stops.
=> Why this option

Immediate containment for confirmed attacker.

Option 3: Service Restriction / Hardening

=> Use when
e Scan exposes unnecessary open services
e Exposure reduction is required

Response steps

e I[dentify open ports:
[ ]

sudo ss -tulnp




e Disable unnecessary service:

sudo systemctl stop <service>

e Disable service permanently:

sudo systemctl disable <service>

e C(lose unnecessary ports:

sudo ufw deny <port>

=> Why this option
e Reduces long-term attack surface
e Prevents future exploitation

Recovery steps

e Verify required services remain accessible:

sudo systemctl status <service>

e Confirm the monitoring pipeline is operational.
e (Continue monitoring for follow-up scans.

Lessons Learned

e Rate limiting preserves availability better than aggressive blocking
e Reducing exposed services improves long-term resilience
e Monitoring all interfaces is essential for visibility

4. SOC OPERATING PRINCIPLES

Availability is preserved unless compromise is confirmed
Automated controls are preferred over manual blocking
Blocking is a controlled escalation, not a default action

Detection must always precede containment

Security controls must not disrupt critical services unnecessarily
Response actions must scale with attack confidence level




Conclusion

The FireOps monitoring environment successfully detected all three simulated attack
scenarios across endpoint, network, and cloud layers in near real time. The combination of
Wazuh for endpoint and authentication monitoring, Suricata for network intrusion
detection, and AWS CloudTrail for cloud-layer visibility delivered the centralized threat
detection capability the project required. The NIST lifecycle and MITRE ATT&CK mappings
applied throughout confirm that our detection and response workflow meets
enterprise-grade standards, and the lessons identified across each scenario provide a clear
roadmap for strengthening FireOps's security posture going forward.
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